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EXECUTIVE SUMMARY TABLE OF CONTENTS

Programmatic media buyers consistently name 

“brand safety” among their top concerns in the 

digital advertising marketplace. A majority say  

they expect brand safety to grow as a challenge,1 

even as solutions evolve.

Marketers are also grappling with the need to 

define “safety” for their individual brands and 

campaigns, to enlist the best technologies and 

techniques, and to balance reach and targeting 

against acceptable levels of protection —  

knowing that no solution is 100% effective.

It’s not hard to define “brand safety,” in general, 

but achieving it requires considerable expertise 

in dealing with technologies and legalities, and in 

the vagaries of platforms, publishers, distribution, 

viewability, and fraud.

Brand marketers are approaching brand safety with 

new levels of nuance and sophistication, increasing 

investment, and enlisting partners to improve their 

capabilities as new guidance emerges, thereby 

bringing better quality and effectiveness to their 

media spends.
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BEYOND “TABLE STAKES” 

For brands, safety is tangible. Marketers are understandably 

cautious, even skittish, about risking even a hint of 

danger in complicated ecosystems delivering billions of 

impressions in nanosecond increments.

“Brand safety has been an issue in the advertising industry 

as long as there has been advertising,” says Joe Barone, 

GroupM Managing Partner, Brand Safety, Americas. “Brand 

safety is not new, but how we apply it in the digital space 

has become more and more important.”

So important that in recent months virtually every 

advertising industry body has weighed in, refining and 

honing what brand safety means while devising plans to 

achieve it. The Brand Safety Institute (BSI), an educational 

group constituted in July 2018 with participation from the 

Trustworthy Accountability Group (TAG), released a report 

defining brand safety as “the controls that companies in 

the digital advertising supply chain employ to protect 

brands against negative impacts to the brand’s consumer 

reputation associated with specific types of content.”2

Barone puts it even more simply: “This is what we believe: 

an ad should be seen by a real human, who is in our client’s 

target, in an appropriate contextual environment.”

“It sounds like something that should be table stakes,” he 

continues. “More and more of our clients are expecting this 

to be table stakes.”

Brand managers and marketers know that errant 

placements can waste media spend in an instant and, 

perhaps worse, diminish a brand longer term in ways that 

affect everything from sales to the company’s ultimate 

valuation.3  Ensuring safety means mitigating a range of 

serious risks: financial, reputational, and legal. Concerns 

can include viewability, ad fraud, and other potential sins of 

omission or commission.4 

Yet, trying to arrive at a common definition of what brand 

safety means has caused finger pointing and confusion. 

Disagreements have led to “seismic” shifts in marketing 

budget, according to the report. That is, in part, because 

there is no one environment that best matches the needs 

of every brand. When discussing “safety,” some marketers 

really mean “suitability,” while others mean outright fraud 

or other evil-doing.

“An ad should 
be seen by a 
real human, 
who is in 
our client’s 
target, in an 
appropriate 
contextual 
environment.”
—  JOE BARONE, GROUPM



THE BRAND SAFETY FLOOR FRAMEWORK
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TOWARD MORE NUANCED 
DEFINITIONS

Often, it seemed, the only solutions were 

blacklists not able to catch every malevolent 

environment and whitelists not robust enough 

to assemble the needed levels of inventory and 

reach. But new techniques, technologies, and 

learnings have added to the understanding 

around brand safety, letting marketers and the 

buyers who represent them enlist more finely 

honed targeting and metrics to safely achieve 

campaign goals.

Safety

While research varies on how much consumers 

blame advertisers for placements adjacent 

to content they find offensive or worse, there 

is considerable agreement that certain types 

of publishers and content must be avoided. 

Industry groups agree on a “floor” for safety, the 

places every brand wants to avoid: illegal drug 

sales, hate speech, harm to children, as well as 

pirated content, to name a few (see graphic). 

No reputable CPG brand wants to appear on 

websites that infect users’ devices with harmful 

viruses or ones seen as financially supporting 

terror groups or organized crime5, and thereby 

risk a mention in high-profile publications like 

The New York Times for “inadvertently funding 

bigotry, hate speech, and misinformation.”6 

Any brand safety solution has to prove its 

overwhelming capability to identify and avoid 

these types of nefarious players, to show that 

this kind of safety is paramount.

Suitability

More subtle and nuanced decisioning comes 

when considering the vast opportunities that 

avoid the absolute third rails for advertisers 

but that can nonetheless carry variegated risks, 

differing by brand. Determining brand suitability 

— specific environments acceptable for a given 

brand — goes well beyond simply avoiding the 

13 content categories in the 4As’ Brand Safety 

Floor Framework.

While those categories represent a formidable 

protective umbrella, instituting them 

unthinkingly in a brand safety strategy can 

exclude attractive and engaging opportunities. 

Reputable news publishers with alluring 

demographic segments, for example, often 

cover topics that fall on the toxic content lists 

but whose ad placements are contextually 

appropriate on pages that are safe. 

The 4As last 
September released 
the Brand Safety  
Floor Framework,  
“13 content 
categories that pose 
risk to advertisers, 
whereby advertisers 
might choose to 
adopt a ‘never 
appropriate’ position 
for their ad buys.” 
It was also adopted 
by the MRC. But not 
all brands want to 
avoid each of the 
categories equally 
(see Suitability).
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Brands can look to the 

4As’ complementary Brand 

Suitability Framework, which 

broadly specifies contexts that 

may pose “high,” “medium,” 

or “low” risk for each of the 

13 content categories.7 Buyers 

needn’t cast an overly wide 

protective net. “You get in 

situations where someone 

says, ‘Let’s just block all news 

for the week until that news 

subsides,’” notes Billy Ruckert, 

Xaxis Manager, Programmatic 

Supply. “But you miss a lot of 

supply that way.”

Brands are learning to make 

individualized choices that 

match their specific needs. 

The context one CPG brand 

must avoid at all costs may 

perfectly suit the audience 

segments and messaging for 

an R-rated film. Marketers and 

buyers “understand that this 

type of placement might lead 

to better conversion results,” 

says the TAG/BSI report 

author, Scott Cunningham, 

founder of the IAB Tech Lab.

GROUPM RISK ASSESSMENT

Brands vary in their approaches to managing risk 
against other imperatives such as achieving needed 
reach. A first step is assessing risk tolerance.

High  
Risk Tolerance

PHILOSOPHY: PHILOSOPHY: PHILOSOPHY:

“Performance is 

the most important 

factor in our digital 

media selection 

decision process. 

Within reason, we 

direct our agency to 

use all available data, 

technology, and 

media options to 

deliver KPIs. We’re 

willing to accept a 

certain amount of 

risk retarding fraud, 

viewability, and 

questionable content 

environments.”

Medium  
Risk Tolerance

“We believe in 

balance between 

performance and 

brand safety. We 

expect our agency 

to use existing brand 

safety technology to 

inform and/or protect 

us from situations 

where we are 

incurring financial or 

brand risk, especially 

around the rowing 

preponderance of 

user-generated  

social media 

environments.”

Low  
Risk Tolerance

“Brand safety is  

our paramount 

concern. We believe 

in a zero tolerance 

approach to fake 

news and other  

non-brand-

safe content 

environments. 

Furthermore, we 

will only run with 

inventory sources 

that offer full  

human-viewable 

audience 

guarantees.”

Media buyers, in concert with brand managers, must grapple with 

the tension of finding content that engages users without causing 

reputational damage. The GroupM Brand Safety Assessment (see 

graphic) will further help brand managers determine where they 

fit and thereby deeply inform media buying strategies for given 

circumstances.
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Fraud

Fraud is, perhaps, the easiest type of danger to define and 

identify, architected as it is by evil-doers purely for the purpose of 

deception and ill-gotten gains. Fraud represents online advertising 

impressions, clicks, conversions, or data used to generate revenue 

illicitly. It tends to focus on nonhuman traffic (NHT)8 or invalid 

traffic (IVT) that may come from human actions. No brand wants 

to see its marketing budget being stolen.

Avoiding and trying to obliterate fraud is the goal of every 

upstanding player in the advertising and media industries who 

understands the ultimate damage that can be done.

Waste (Viewability, Location, and Targeting)

Sad to say, some five years after the Media Ratings Council 

(MRC) instituted minimal acceptable standards for viewability,9 

an estimated 40% of ads served programmatically are still said to 

have not been viewable.10 Meanwhile, behavioral-, demographic-, 

and location-targeting data can be suspect, at best.11 At the very 

least, such errant placements represent waste. Even worse, a 

message delivered to the wrong user or screen can risk longer-

term reputational damage for the brand.

By many definitions, “brand safety” can include a marketer’s 

defined targeting parameters on variables such as audience 

demographics or viewability percentages.12 How can an advertising 

environment be considered “safe” if the ad is not viewable, or if 

chosen targets — geographic, demographic, or otherwise — are 

not delivered as promised?

Common 

Types of  

Ad-Tech  

Fraud

Pixel Stuffing and Ad Stacking: Multiple 

ads rendering on top of each other.

Ad Injection: Fraudulent software 

injecting fake ads across sites.

Domain Spoofing: Changing a URL’s 

name so buyers think it is a premium 

domain.

Bot Fraud: Nonhuman traffic created  

by machines.
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The Threat to Ad Budgets

Brands not only have the most crucial stake, 

but also the strongest say, in determining media 

spend. They are insisting on best practices to 

bring safety and transparency to the digital 

advertising supply chain.14 About a third of them 

have said they will reduce digital media spend if 

issues of brand safety, viewability, and fraud are 

not solved,15 and many more have shifted spend 

even when they haven’t reduced it.

Best Practices for Brands, and Their Partners

Brands’ focus on safety is evolving from either 

overly draconian solutions or incomplete 

piece-meal implementations, instead honing in 

on the broader impact and implications of how 

they go to market, with a focus on positive 

consumer experiences. 

Brands and their partners are also working to 

reduce the likelihood that the ad platforms 

they employ are enabling or funding illegal 

and immoral activities. They are learning to 

insist that solutions assure they can achieve 

key brand safety dimensions of: inventory 

quality, digital accountability, supply chain 

transparency, consumer protection, risk 

tolerance controls, brand suitability, and 

social responsibility.

 

As concepts surrounding safety evolve to 

match market capabilities and complexities, and 

the arsenal of tools and techniques to approach 

its many levels expands, brand marketers are 

investing in the practice and enlisting partners 

who can skillfully manage these imperatives, 

and who can:

>   Interview brand representatives to deeply 

understand their brand safety needs.

>  Negotiate contractual parameters that 

incorporate recompense for fraud, waste,  

and risk.

CONCLUSION:  
CRAFTING SAFETY STRATEGIES

In ensuring brand safety, marketers are 
doing the crucial work of protecting the 
reputations of their brands. They’re also adding 
effectiveness to their campaigns, ensuring that 
messaging appears in quality environments that 
make the most of their media spends. 

In crafting strategies to protect their brands, 
marketers must grapple with the tension 
of balancing acceptable levels of risk vs. a 
campaign’s goals, its need for reach, and 
targeting. A perfect audience segment might 
be best accessed via branded Snapchat filters, 
yet those same engaged users might turn the 
filters into unsavory representations.

“Our job is to inform our people and clients about risks, and then to present them with the 
tools to mitigate those risks,” Barone says. “We can never guarantee to our client that we 
can deliver to them 100% brand safe environments.”

Brand safety, of course, is not limited to digital media. Just ask advertisers who fumed after 
spending millions on the 2004 “nip slip” Super Bowl halftime show.13 Yet, in digital, the 
means of assessing and balancing risk are becoming clearer.

Our job is to 
inform our 
people and 
clients about 
risks, and then 
to present them 
with the tools 
to mitigate 
those risks.”
—  JOE BARONE, GROUPM
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DOCUMENT ENDNOTES

Xaxis is The Outcome Media Company. We combine unique brand-safe media 

access, unrivalled programmatic expertise, and 360-degree data with proprietary 

artificial intelligence to help global brands achieve the outcomes they value from 

their digital media investments. Xaxis offers managed programmatic services 

in 47 markets, including North America, Europe, Asia Pacific, Latin America, the 

Middle East, and Africa. For more information, visit www.xaxis.com.
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>  Navigate regulations and cultural frameworks 

globally.

>  Provide current, custom whitelists. 

“Whitelists must be living documents,” notes 

Xaxis VP of Investment and Partnerships, 

Danny Macdonald.

>  Deploy third-party solutions accredited by 

the MRC to assure added levels of trust.

>  Cost-effectively access and monitor premium, 

safe placements from reputable publishers.

>  Onboard newer technologies such as audio 

fingerprinting, AI, and image recognition  

to help identify safe placements tailored to  

a brand.

>   Participate in industry groups defining 

minimum standards for brand safety,16 a 

“brand safety floor,” while also pushing 

for transparency, location, and targeting 

accuracy and consumer choice.

Every non-viewable or fraudulent impression 

represents immediate financial waste. While 

reputational risk is harder to quantify (“Will 

consumers not eat a certain ice cream 

because it was next to a certain YouTube 

video?” Barone asks), it is clearly a pivotal 

factor in directing media spend.17  

Without proper care and vigilance, the luster 

a brand has built over generations can be 

lost in an instant. Forward-looking brands, 

and the partners working with them, are 

insisting on safe and fraud-free environments 

that serve their consumers while protecting 

and preserving both finances and reputation. 

They also need to simultaneously reach their 

campaign goals and en-sure that marketing 

achieves the desired business outcomes. ■
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